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Digital and Social Media – Use of WhatsApp Policy
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[bookmark: _Toc114657345]1.	Statement of Aims and Objectives
[bookmark: _Toc517087501][bookmark: _Toc517104362]1.1	South East Coast Ambulance Service NHS Foundation Trust (the Trust) is committed to maintaining the highest possible standards of practice and to ensuring that all its dealings and activities are ethical, transparent, and compliant.  To that end, this policy sets out clear, reasonable guidelines for employees on acceptable and appropriate use of social networking and social media platforms, blogs, forums and news websites. 

1.2	The policy sets out the actions the Trust will take where behaviour falls below the expected standards and helps to ensure that the Trust’s patients, employees, and reputation are protected, and the Trust is not exposed to legal and/or governance risk.
[bookmark: _Toc114657346]2.	Principles
[bookmark: PolicyDefinitions]2.1	In order for the Trust to maintain a good social media and digital reputation and to avoid detrimental impact on individual staff members (which could result in disciplinary or other action inside or outside of the Trust), it is critical that employees act appropriately in their personal and/or professional use of social media. This applies equally to internal social media platforms used by the Trust, as well as external platforms used in a personal capacity.

2.2	It is not the intention of this policy to prevent employees from enjoying normal and appropriate use of social media technologies and the Trust fully appreciates the rights of employees to privacy and to freedom of expression.  However, the Trust must also ensure these rights are balanced with its legal responsibilities and employees’ responsibilities and duties to patients, employees, partners, and the public.

2.3	Social media use by employees, either privately or professionally, is covered by the same principles as any other media. Social media is a public forum, and the same considerations should be applied to it as would be applied to speaking in public, speaking to the media, or writing an item for publication either officially or outside of work.

2.4	Whether officially authorised to speak on behalf of the Trust or not, employees may be seen by people outside of the Trust as representatives of the Trust and should also be aware that they are often held in high regard externally as employees of the NHS and of the emergency services. Employees should represent the Trust values and core values in the NHS Code of Conduct and other relevant registering bodies whenever they choose to make social media comments.

2.5	The policy recognises that social media is used extremely widely, both personally and professionally. It affords significant positive opportunities for two-way communication and engagement and can enable the rapid and widespread communication of key messages, including with those who may be considered ‘harder to reach’ through other media.

2.6	Employees should always be respectful of every individual’s legal right to express their opinion.  When using social media, employees must adhere to the Trust’s Equality, Diversity, and Inclusion Policy - anything containing ageist, racist, sexist, homophobic, transphobic, sexually explicit, threatening, abusive, disrespectful, or other unlawful comments must not be published.  

2.7	Inappropriate comments relating to protected characteristics (for example age, sex, race, disability, religion, sexual orientation, nationality, or any personal characteristic of the individual) as set out in current equality legislation, must not be posted. There must also be proper consideration of privacy and of topics that may be considered or perceived to be objectionable or inflammatory or that have the potential to offend, such as strong views on politics and religion.

2.8	It is illegal to comment on or undertake behaviours on social media which could cause harassment, malicious communications, stalking, threatening violence and incitement or crimes.  This behaviour and any breaches of privacy, confidentiality or information security will be investigated in line with the relevant Trust policy. 
2.9	Whilst appreciating the rights of employees to privacy and to freedom of expression, employees should be aware, beforehand, of the impact of sharing or supporting information that directly contradicts national NHS or Trust policy and the potential impact on patients and members of the public.

2.10 	Employees must be aware that identifying or associating themselves with the Trust on social media, for example by sharing photos in uniform or listing the Trust as their employer, increases their visibility and may expose them to risks such as sextortion or targeted malicious contact. Staff should therefore take heightened care in what they share, how they present themselves online and ensure their privacy settings are appropriately secure.
2.11	Employees should also recognise that when they identify themselves as part of the ambulance service, members of the public will rightly hold them to high professional standards. Any behaviour, posts, comments or interactions that could reasonably be viewed as inappropriate, unprofessional or inconsistent with Trust values may bring the Trust into disrepute. Staff must therefore conduct themselves responsibly on social media, both personally and professionally, when their association with the Trust is visible.

2.12	The Trust will not actively seek to monitor employee activity on social media where this is conducted outside the workplace.  However, if the Trust is alerted to inappropriate social media activity undertaken by any employee, it reserves the right to investigate the matter fully and to act if necessary.

2.13	The Trust does not use social media to vet or gather further information on candidates in its recruitment process.

2.14	Breaches of this policy will be investigated if necessary and addressed in accordance with the appropriate Trust’s policy and procedure.

2.15	The Trust will ensure that employees are made aware of this policy, during induction of new employees and by regular reminders, particularly about any changes or updates.
[bookmark: _Toc114657347]3.	Scope
3.1	This policy applies to all employees of the Trust regardless of level or length of service, as well as those holding bank contracts and all volunteers, contractors, students, and apprentices who are operating on behalf of or working closely with the Trust.
 
3.2	Any social media issues regarding third parties will be referred to the employing agency/company and will be resolved under the contractual arrangements in place.

3.3	This policy applies to all content types such as images, posts, videos or audio recordings on social networking sites, personal web pages, blogs, personal space, and mobile phone apps provided by internet providers and all social media platforms that are current and that may be developed in the future. 

These include but are not limited to: 
· Facebook
· Google+
· Twitter
· YouTube
· TikTok
· Vimeo
· Flickr
· LinkedIn
· Myspace 
· Snapchat
· Instagram
· Bebo
· WhatsApp
· Telegraph
· Tumblr
· Whisper
· Pinterest
· Yelp
· OnlyFans
3.4	This policy applies equally to all externally accessible social media platforms, as well as Trust and local internally accessible social media sites, including those available Trust-wide as well as individual team or area sites.

3.5	Social media must not be used to conduct formal Trust business, including matters relating to patient care or staff employment, as our governance polices do not cover this use. This includes WhatsApp which provides a useful communication tool and for informal sharing of information but which should not be used to conduct formal Trust business. 

3.6	The Trust acknowledges there are several professional social media services or platforms that are used for both professional and private social use, for example LinkedIn and Yelp.  Employees may wish to identify themselves as Trust employees for the purposes of professional networking, however the same principles of appropriate conduct apply.


[bookmark: _Toc114657348]4.	Responsibilities 
4.1	All employees have a responsibility to always act in a professional manner and the Trust expects and trusts employees and all those covered by this policy as referenced in 3.1 above, to act professionally and exercise personal responsibility whenever they use social media.  

4.2	In addition to Trust responsibilities, those employees who hold professional/clinical registration should ensure that they are familiar with the relevant guidance and/or Code of Conduct provided by their professional body and the standards expected regarding social media use.

4.3	All employees are encouraged to report any concerns to the Trust regarding inappropriate or illegal social media activity as soon as they become aware of it.
 
4.4	Employees are responsible for making sure their social media activities do not interfere with fulfilling their job requirements or their commitments to the Trust, patients, and colleagues. They must:

· not share information which puts patient confidentiality at risk, or which could bring the Trust, the NHS, or their profession, into disrepute or is in any way derogatory to the patients we serve

· ensure that their social media activities are in line with the Trust values

· refrain from sharing photos of Trust equipment or estate, without permission from the Communications Team, as this could present a security threat

· take care to avoid revealing confidential information or information they hold in trust, including about their colleagues

· refrain from publishing or republishing material that may cause injury to the Trust, another person, organisation, association, or company's reputation - any such activity may result in disciplinary action and/or legal proceedings for posts, sharing of posts or retweets aimed at named individuals or an organisation, that are considered to harm their reputation

· take care not to speak or act in a way that could be seen by their colleagues or by external stakeholders as deliberately or accidentally bringing the Trust into disrepute or otherwise damaging its reputation: this includes using social media to criticise, attack, undermine, embarrass, or air grievances about the Trust, its positions, programmes, employees, or leadership, as well as comments about individual Trust employees

· consider the impact of any negative references to the Trust or any of its partner agencies by friends, colleagues and other contacts and remove any such posts on their own social media as soon as they become aware of them

· reserve caution if contacted by a journalist or an unknown individual who is asking questions about the Trust, and should speak to their line manager or seek guidance from the Trust’s Communication team

· not set up sites which resemble an official Trust site, without the knowledge or explicit consent of the Trust’s Communication team

· not engage in activities which may constitute copyright infringement, for example use the Trust’s logo or crest or other professional Trust images, without the express consent and explicit approval of the Trust Communications Team; this includes the unauthorised use of uniform or Trust equipment

· review and where appropriate enable security settings to ensure that social media activities are compliant with this policy

· ensure they present a professional image and are compliant with the Uniform Policy when appearing in photos

 4.5	Employees must maintain up to date knowledge of the implications of social media use and be aware that:

· their own safety and security, and that of others, may be at risk when images are disclosed or displayed that reveal personal information such as home address, date of birth, street name, car number plate or other similar information

· even if the highest level of privacy settings is established on social media pages, there is still the potential for posts to show on friends and family pages or for information to be forwarded on indefinitely

· once an item has been posted on any social media platform, it is then in the public domain indefinitely - comments made on social media sites are public and searchable even if they are deleted

· when posting on social media, information is neither private nor temporary and disclosures live online indefinitely, and posts may be visible to a broad audience

· they may be identified online as Trust employees, either through their own direct declaration on their social media pages, or through a general understanding within their online network of family, friends and associates – and must always consider this association in their social media activity and act appropriately; employees should also be aware of the potential of ‘jigsaw identification’ i.e. where separate items of information, potentially across different social media profiles, can be pieced together to create a ‘data’ picture

· posting on social media when feeling either upset and/or angry can attract unwanted and inappropriate comments; deleting a comment after it’s been made may not prevent it from having been circulated previously. Employees are advised not to post any contentious or emotive work-related issues - even with strict privacy settings - as there is no guarantee on how the information may be quoted, copied, or shared by others who may or may not have been the intended recipients – and to seek support elsewhere as needed e.g., via the Trust’s Wellbeing Hub.

· when appearing in any images on social media in the uniform associated with the Trust, they are representing the Trust, even if not naming it explicitly

· if they disclose that they work for the Trust, they must make clear that opinions shared on their social media platform are their own views only; however, this does not negate the need to adhere to the points contained in 4.4 above.

[bookmark: _Toc114657349]5.	Confidentiality

5.1	Social media can provide employees with a space in which they can discuss their experiences within clinical and professional practice and enhance learning and study. 
However, staff should exercise extreme caution when discussing any details relating to specific incidents that they or their peers have attended.

5.2	All employees have a legal and ethical duty to protect patient privacy and confidentiality.  Disclosing any identifiable information about patients without the consent of the patient on medical forums or any social networking sites would constitute a breach of confidentiality. Presenting clinical experiences, even hypothetically, on online forums or on social media platforms can be a direct breach of patient confidentiality as posts may be geo-located and inadvertently identify patients.

5.3	Staff must not, in any circumstances, share photographs or details of any incidents or patients, regardless of whether consent has been given by those involved. Please contact the Trust’s Communication Team if guidance is required.

5.4	Individual pieces of information may not on their own breach patient confidentiality, however the culmination of published information could be sufficient to identify a patient, their relatives, or the location of their incident.

5.5	With awareness and caution, employees can avoid intentionally or unintentionally disclosing confidential or private information about patients.  To minimise the risks of using social media in relation to patient confidentiality, all employees must:

· not share, post, or otherwise disseminate any patient information they have learned because of providing care on behalf of the Trust

· safeguard all such information and only disclose data to colleagues for the purpose of providing care or liaison for the patient on a suitable Trust system or platform

· follow Trust policies for taking photographs or videos of patients for treatment or other legitimate purposes using trust-provided, not personal, devices

[bookmark: _Toc463958546][bookmark: _Toc114657350]6.	Privacy and Information Security

6.1	Employees must comply with the Trust’s policies on information governance and security, which are readily available on the Intranet.  

6.2	Individuals have a right to their personal privacy. They have the right to keep their personal opinions, beliefs, thoughts and emotions and anything else they wish as private.  Therefore, employees should not share anything via social media channels that could violate a patient’s or colleague’s right to privacy.

6.3	Examples of social media disclosures that may compromise a person's right to privacy include, but are not limited to:

· pictures, video, or audio recording that are shared through social media channels without the permission of any single individual featured

· the public disclosure of private facts, or information that is likely to identify individuals

· the disclosure of information gained through privileged access or unreasonable intrusion

6.4	Employees must seek permission from anyone before posting personal details or images that may link them with the Trust and must not post anything about someone if they have been asked not to. Employees must always remove information about someone if they have been asked to do so.

[bookmark: _Toc463958547][bookmark: _Toc114657351]7.	Bullying and Harassment

7.1	The Trust’s Bullying and Harassment policy and procedure applies to social media as well as in the physical workplace. Workplace bullying and harassment includes any bullying or harassing comments or behaviour employees make or participate in, even on their own private social media networks or out of working hours.

7.2	All employees are expected to treat their colleagues with respect and dignity and must ensure their behaviour does not constitute bullying and/or harassment - see the Trust’s Bullying & Harassment Policy and Procedure for more information.

7.3	Abusive, harassing, threatening, or defaming postings are in breach of the Trust’s Bullying and Harassment Policy, and may result in disciplinary action being taken.
 

[bookmark: _Toc463958550][bookmark: _Toc114657352]8.	Raising Concerns at Work

8.1	The Trust encourages employees, volunteers, and others with serious concerns about any aspect of its work to come forward and express those concerns. However, it should be recognised that social media, whether internal or external, is not the appropriate channel to do this.

8.2	There are several channels through the Trust’s normal procedures that colleagues can use to raise concerns or complaints such as the mechanisms for resolving grievances and disciplinary matters, as well as Freedom to Speak up and the Trust’s recognised Trade Unions. Employees should refer to the Trust’s Raising Concerns at Work (Whistleblowing) Policy for further information.
[bookmark: _Toc210802636][bookmark: _Toc114657353]9.	Audit and Review (evaluating effectiveness)
9.1	Adherence to this Policy, as far as is practicable, will be monitored by the Trust Communications Team, as well as via incidences highlighted via the complaints and grievance policies, via Freedom to Speak up, other channels used by employees to raise concerns and by individual staff members.

9.2	Non-compliance with the Policy will be dealt with, as appropriate, via existing Trust mechanisms, including the Disciplinary procedure where needed.

9.3	This document will be reviewed in its entirety every three years or sooner if new legislation, codes of practice or national standards are introduced, or if feedback from employees indicates that the policy is not working effectively. In addition, given the changing nature of social and digital media, an annual review will be undertaken with relevant stakeholders.
9.4	All changes made to this policy will go through the governance route for development and approval as set out in the Policy on Policies.
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10.1	The following Trust policies and procedures support this policy: 
· Disciplinary Policy and Procedure
· Bullying and Harassment Policy
· Health and Safety Policy
· Supporting Transgender Employees & Service Users Procedure 
· Equality Diversity and Inclusion Policy
· Raising Concerns at Work (Whistleblowing) Policy 
· Information Governance Policy
· Information Governance Strategy
· Information Security and Risk Management Policy
· Network Security Policy
· Data Protection Policy
· Email and Internet Usage Policy
· EOC Code of Conduct
· Your Guide to Using Social Media in the NHS www.nhsemployers.org
[bookmark: _Toc114657355]11.	Financial Checkpoint
11. 1	This document has been confirmed by Finance to have no unbudgeted financial implications.
[bookmark: _Toc114657356][bookmark: _Toc517104375]12.	Equality Analysis
12.1 The Trust believes in fairness and equality, and values diversity in its role as both a provider of services and as an employer. The Trust aims to provide accessible services that respect the needs of each individual and exclude no-one. It is committed to comply with the Human Rights Act and to meeting the Equality Act 2010, which identifies the following nine protected characteristics: Age, Disability, Race, Religion and Belief, Gender Reassignment, Sexual Orientation, Sex, Marriage and Civil Partnership and Pregnancy and Maternity.
  
12.1.1 Compliance with the Public Sector Equality Duty: If a contractor carries out functions of a public nature, then for the duration of the contract, the contractor or supplier would itself be considered a public authority and have the duty to comply with the equalities duties when carrying out those functions.
	Name of author and role
	Janine Compton, Director of Communications & Engagement

	Directorate
	Chief Executive’s
	Date of analysis:
	

	Name of policy being analysed 
	Social & Digital Media Policy

	Names of those involved in this EA
	Janine Compton



	1. Trust policies and procedures should support the requirements of the Equality Duty within the Equality Act:
	This policy is written with consideration to the requirement duties of the Equality Act.
	In submitting this form I confirm that you have taken all reasonable steps to ensure that the requirements of the Equality Duty are properly considered.





	2. When considering whether the processes outlined in your document may adversely impact on anyone, is there any existing research or information that you have taken into account?
	There are no processes contained in the Policy that are believed to adversely impact on anyone through the contents or actions required from this policy.
	



	3. Do the processes described have an impact on anyone’s human rights?
	This Policy is designed to positively impact on the human rights of individuals by reinforcing and clarifying the legal requirements of the Equalities Act around social media use.



	

4. What are the outcomes of the EA in relation to people with protected characteristics?

	Protected characteristic
	Impact
Positive/Neutral/Negative
	Protected characteristic
	Impact
Positive/Neutral/Negative

	Age
	Positive
	Race
	Positive

	Disability
	Positive
	Religion or belief
	Positive

	Gender reassignment
	Positive
	Sex
	Positive

	Marriage and civil partnership
	Positive
	Sexual orientation
	Positive

	Pregnancy and maternity
	Positive
	



	5. Mitigating negative impacts:


	If any negative impacts have been identified, an Equality Analysis Action Plan must be completed and attached to the EA Record. A template for the action plan is available in the Equality Analysis Guidance on the Trust’s website. Please contact inclusion@secamb.nhs.uk for support and guidance.



	Protected characteristic:
	
	Issue identified:
	

	Action required:
	

	Action lead:
	

	How will impact/outcome be measured?
	
	Timescale:
	
	

	Resolution of actions:
	




	EA Sign off


	EA checkpoint (Inclusion Working Group member, preferably from your Directorate)
	

	By signing this, I confirm that I am satisfied the EA process detailed on this form and the work it refers to are non-discriminatory and support the aims of the Equality Act 2010 as outlined in section 1 above.

	Signed:  
	Date:  



13. [bookmark: _Toc114657357]Quality Impact Assessment

13.1 [bookmark: _Toc517104378]A Quality Impact Assessment (QIA) is required when all new or significantly amended policies or procedures are considered or drafted. This is the case even if there is already a recent QIA in existence, because a new Impact Assessment should be undertaken whenever a substantial change is made to the procedure.
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