South East Coast

Ambulance Service
NHS Foundation Trust

Trust Headquarters
Nexus House
Gatwick Road

6" November 2020 Crawley
West Sussex

Email: RH10 9BG
Tel: 0300 123 0999

Dear, www.secamb.nhs.uk

| am writing in response to your enquiry under the Freedom of Information Act 2000
(FOIA) reference FOI 20/10/05.

You requested the following information, please also see our response below:

e The total number of full-time and part-time employees employed by your
trust (as of 1st October 2020 or latest figures available)
Circa 4000

e The total number of full-time and part-time employees employed by your
trust with professional data security / cybersecurity qualifications (as of
1st October 2020 or latest figures available) - Common qualifications
may include any cyber or IT security related qualifications such as
CISSP, SSCP, CSA, CEH, CISA, CISM, Security+
<10

Please note that for figures that are less than 10 we are unable to provide the
exact number as it may be identifiable to individuals.

e The total number of full-time and part-time employees employed by your
trust who have completed cyber security training over the last 12
months (prior to 1st October 2020 or latest figures available)

Cyber Security training is incorporated within the mandatory Trust IG training
which is completed on an annual basis. In line with Data Security & Protection
Toolkit requirements the Trust must demonstrate that 95% of its staff have
completed this.

e How much money (in pounds sterling) has been spent on cyber security
training during the last 12 months (prior to 1st October 2020 or latest
figures available) this may include GDPR-related training
No dedicated IT security training has been conducted by Trust IT staff

e How many penetration tests has your organisation had from an external
third-party in the last 12 months? (prior to 1st October 2020 or latest
figures available)
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e How many data breaches did your trust report to the ICO between 1st
January 2019 and 1st October 2019
2 incidents

e How many data breaches did your trust report to the ICO between 1st
January 2020 and 1st October 2020
2 incidents

I hope you find this information of some assistance.
If for any reason you are dissatisfied with our response, kindly in the first instance
contact Caroline Smart, Head of Information Governance via the following email

address:

FOl@secamb.nhs.uk

Yours sincerely

Freedom of Information Coordinator
South East Coast Ambulance Service NHS Foundation Trust
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